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History of blockchain
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GDPR history
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Distributed and centralised
systems
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Distributed system
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CENTRALISED
• „trusted third party”
• “overwriting” data (records)
• Conventional data bases, where rules are 

applied to all data base from central 
app/other central source

DECENTRALISED
• created by all users
• updated with each transaction
• rules for transactions that are related to it
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3 concepts of GDPR scope in 
regard to blockchain
1. GDPR is not applicable to blockchain
2. GDPR is partially applicable
3. GDPR is fully applicable

Program „Od papierowej do cyfrowej Polski”
Strumień „Blockchain i kryptowaluty”
PRZEGLĄD POLSKIEGO PRAWA W KONTEKŚCIE ZASTOSOWAŃ TECHNOLOGII ROZPROSZONYCH REJESTRÓW
ORAZ WALUT CYFROWYCH
2017-01-19
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Blockchain and personal data
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Status of user/participant
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Joint controlling in  
blockchain
Article 26
Joint controllers
1. Where two or more controllers jointly determine the purposes and means of processing,
they shall be joint controllers. They shall in a transparent manner determine their respective
responsibilities for compliance with the obligations under this Regulation, in particular as
regards the exercising of the rights of the data subject and their respective duties to provide the
information referred to in Articles 13 and 14, by means of an arrangement between them
unless, and in so far as, the respective responsibilities of the controllers are determined by
Union or Member State law to which the controllers are subject. The arrangement may
designate a contact point for data subjects.
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Public key/address/identifier
Are they personal data?

1MAVwzZQx6HVMH3rna9h6vtUueo7wZ3Qr9

Examples:
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Status of miner
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Data retention

„The data minimisation principle requires that the
data collected be relevant and limited to what is
strictly necessary in view of the purposes for which
they are processed.”
Blockchain and the GDPR: Solutions for a responsible use of the blockchain in the context
of personal data, CNIL,
06 November 2018
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What about this?
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Private blockchain
and personal data
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OPEN (PUBLIC)
• EVERYONE CAN JOIN
• SOMETIMES ONE SHOULD MEET CERTAIN 

REQUIREMENTS (SOFTWARE INSTAL)

CLOSED (PERMISSIONED)
• JOIN UPON ACCEPTANCE/INVITATION
• CLOSED LEDGER
• CONTROLLED BY ”THIRD PARTY/OWNER”
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GDPR rights that are entirely
compatible with a public blockchain

1. Right to be informed (art. 12-14)
2. Right of access (art. 15)
3. Right to portability* (art. 20)
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GDPR rights that are not (entirely) 
compatible with a public blockchain

1. The right to rectification (art. 16)
2. The right to erasure (art. 17)
3. The right to restrict processing (art. 18)
4. Rights in relation to automated decision

making and profiling (art. 22) – „right to 
obtain human intervention”
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Examples of blockchain
implementations, where
personal data are crucial
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Thank you for your
attention

J


