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In comes the lawyer and the current
Faculty of Law Jegal and economic realities
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AI & LIABILITY
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Regulatory challenges

Faculty of Law

G EUROPEAN MEDICINES AGENCY m ‘ s
SCIENCE MEDICINES HEALTH r

« Is app or software a “"medical device” and hence subject to
sector-specific strict obligations?

« Is it a lifestyle & wellness or purely a health product or service?
« What about medical- and cybersecurity?

« Liability across complex value chain for damages resulting from
(software, connectivity, machine) faults connecting device?

« How to enhance access, interoperability and standards?
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e Regulatory Issues & the Black Box
Faculty of Law

Bakul Patel, Associate Center Director for Digital Health of the FDA,
May 2017:

"We're trying to get people who have hands-on development experience with a
product’s full life cycle. We already have some scientists who know artificial
intelligence and machine learning, but we want complementary people who can
look forward and see how this technology will evolve.”
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Two forthcoming papers
Faculty of Law

1. Science (AAAS): Price, Kaminski, Minssen, Spector-Bagdady: Shadow
health records meet new data privacy laws How will research respond to a
changing regulatory space?, forthcoming in February 1st, 2019

2. “Science & Public Policy” (Oxford University Press): Minssen, Rajam &
Bogers, Clinical trials data transparency & GDPR compliance: What are the
effects on data sharing and open innovation?, forthcoming in April.

May 31st, 2019
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The fuel that drives AIL: Big Data in
Faculty of Law the Health & Life Sciences
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The FAIR standard

To be Findable:

F1. (meta)data are assigned a globally unigue and eternally persistent
identifier.

F2. data are described with rich metadata.

F3. (meta)data are registered or indexed in a searchable resource.

F4. metadata specify the data identifier.

To be Accessible:

Al (meta)data are retrievable by their identifier using a standardized
communications protocol.

Al.1 the protocol is open, free, and universally implementable.

A1.2 the protocol allows for an authentication and authorization procedure,
where necessary.

A2 metadata are accessible, even when the data are no longer available.
To be Interoperable:

I1. (meta)data use a_formal, accessible, shared, and broadly applicable
language for knowledge representation.

I2. (meta)data use vocabularies that follow FAIR principles.

I3. (meta)data include gualified references to other (meta)data.

To be Re-usable:

R1. meta(data) have a plurality of accurate and relevant attributes.

R1.1. (meta)data are released with a_clear and accessible data usage license.

R1.2. (meta)data are associated with their provenance.
R1.3. (meta)data meet domain-relevant community standards.

May 31st, 2019
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CE IP procedure, legal standing & IP
Faculty of Law goOVernance

United Seates Patent Office Dva. 76082

Fabewind Sae. M. 1900
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\L\E PN Governance of high quality data,
Faculty of Law Sharing, competition & new value
chains

- Carlos Moedas, EU Commissioner for Research, Science & Innovation

“Our goal is to create a European Open Science Cloud to make science more efficient and
productive and let millions of researchers share & analyze research data in a trusted
environment across technologies, disciplines and borders”.

Delivering on the
Digital Single Market

. - - . Building the European
- The Economist on Regulating the internet giants: _Data Egonomy p

“ The world’s most valuable resource is no longer oil, but data: The data economy demands
a new approach to antitrust rule”
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Beneath the shadows of AI, Big data &
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Faculty of Law

- AI & Big Data = Paradigm shift that result in overlapping challenges
- Complex interplay of regulation & IPRs with new policies & business strategies

« Clashes and tensions at the interface of BIG Data/Al, IPRs, privacy & competition.

 Recalibration of substantial & procedural laws + governance necessary
« SMART & FAIR DATA please!!!ll : Need for international studies & strategies
« Public involvement crucial to address ethical issues, bias and social welfare

« Please invite lawyers to AI parties: they are often quite alright and reasonable !
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The Blockchain Future?
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Blockchain Technology — Promising Use Cases for Healthcare Industry

Blockchain network consensus.
enables disintermediation to
automate claim adjudication
and payment processing with

Patient Generated Data Stores different types of heatth
data (e.g., images, genomks,
and labreports).

Consists structured and

predefined smart contracts

Use Case: Clinical Trials - Smart Contracts

Smart contracts coukd be a solution to clinical trials issues such as end point switching, data dredging, efc.

+ Timothy Nugent et. al. demonstrated the usage
of smart contracts on a private Ethereum
blockchain network for Tamiflu drug clinical trials
management.

+ The private network consisted of regulators,
pharma, and contract research organizatons
(CROs).

+ Smart contracts have two layers - regulatory and
trail.

+ The regulatory contract consists of trial
protocol, end point, time lines, and
methods.

« Tral subjects and data are appended to trail
contract, which is owned and managed by
CRO.

+ Trial p | on the protocol
adherence and timelines. Each trial data entry is
verified, accepted, and stored in all of the nodes
the network.
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Clinical Data and Health Records
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Each record istime stamped.

All patient records (historical) are
together and stay with the patient.
Patient has control over the
permissions on whom to share with.

unstructured data P
ayers
Information is encrypted and Providers uses heakh
digitally signed application to access
Data lakes health data :
Providers ?
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Blockchain Patients use mobile devices to 4
assign access permission to data ‘)é A
Consists acomplete indexed history, and to provide public key
patient’s unique identifier, and an Pharma/
encrypted link to health record. Research

Otstributed patient consent for
research/ clinical trials enables
data sharing, audit trials, and
clinical safety analyses

Source www hestrt gov. Frost & Sulvan
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DANMARKS FRIE
1) ICE AGE @ FORSKNINGSFOND
2) JURFAST | ILeal:] x
3) Reconceptualising Reproductive Rights DANMARKS ERIE
@ FORSKNINGSFOND
4) POLICYAID erc =

5) Collaborative Research Programme
in Biomedical Innovation Law
(the “"CeBIL"” programme)

novonordisk fonden
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Informed interdisciplinary analysis
Cataloging & Empirical High Quality Data based studies
Unbiased, well- informed analysis of pressing issues

Linking leading international research on life science
frontiers

Informing and educating students and the public
Reaching out for stakeholder input!

Synthesis

Call for action

Ultimate goal: Contribute to socio-economic impact

May 31st, 2019
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Thanks! Questions or Suggestions?

CeBIL Kick-Off Conference UNIVERSITY OF oy
Innovation Gaps on Life Sci

Frontier!s? From Antinl'lie;rocblieanlce C O p E N H A G E N .
Resistance & the Bad Bugs to New

Uses, Al & the Black Box .
5 March 2018A
The ceremonial Hall ?'FHE PETRIE-FLOM CENTER
&) FORHEALTH LAw POLICY, BIOTECHNOLOGY,
AND BIOETHICS AT HARVARD LAW SCHOOL
B UNIVERSITY OF

% CAMBRIDGE

AL 52 PORTAL

PRECISION MEDICINE, ARTIFICIAL
INTELLIGENCE AND THE LAaw

September 7 2018

HARVARD

Christ's Collene. cambridge
SRS < ‘ [;;;;g’ igi‘?f-f M\!zgs!jvlgﬁcmmlﬁAW MEDICAL SCHOOL
BRIGHAM HEALTH
E-mail: Timo.Minssen@jur.ku.dk %%ﬁ%%PITAL
Facebook: CeBIL.Center
Twitter: @CeBIL Center

LinkedIn: https://www.linkedin.com/in/cebil-copenhagen-3a0756157/
Web: www.cebil.dk

News: http://jura.ku.dk/cebil/subscribe-to-news-from-cebil/
May 31st, 2019
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The FAIR standard

To be Findable:

F1. (meta)data are assigned a globally unigue and eternally persistent
identifier.

F2. data are described with rich metadata.

F3. (meta)data are registered or indexed in a searchable resource.

F4. metadata specify the data identifier.

To be Accessible:

Al (meta)data are retrievable by their identifier using a standardized
communications protocol.

Al.1 the protocol is open, free, and universally implementable.

A1.2 the protocol allows for an authentication and authorization procedure,
where necessary.

A2 metadata are accessible, even when the data are no longer available.
To be Interoperable:

I1. (meta)data use a_formal, accessible, shared, and broadly applicable
language for knowledge representation.

I2. (meta)data use vocabularies that follow FAIR principles.

I3. (meta)data include gualified references to other (meta)data.

To be Re-usable:

R1. meta(data) have a plurality of accurate and relevant attributes.

R1.1. (meta)data are released with a_clear and accessible data usage license.

R1.2. (meta)data are associated with their provenance.
R1.3. (meta)data meet domain-relevant community standards.

May 31st, 2019
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How the sales

How the customer
explained it understood it designed it wrote it executive described it

How the project leader How the engineer How the programmer

How the customer What the customer

documented installed was billed supported it really needed

How the project was What operations

How the helpdesk
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1. Regulation of digital The GDPR

health products &

services

5. R&D incentives & 23andMe
2. Data transparency &
clashes with Personal Data

regulation in precision
protection
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v What does the EU Commission do and say? 2017

Faculty of Lay COmmunication: "BUILDING A EUROPEAN DATA
y ECONOMY"

ZHealth

- Carlos Moedas, EU
Commissioner for Research,
Science & Innovation

“Our goal is to create a
European Open Science Cloud to i
make science more efficient and
productive and let millions of >
researchers share & analyze ®
research data in a trusted el )ata NNO
environment across technologies,
disciplines and borders”.
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